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AutoFF
The latest version of AutoFF can be downloaded at:
http://water/usgs/gov/usgs/ows/adaps/aff.html
Introduction
AutoFF is a program to automatically consolidate available electronic records for a group of stations into an electronic field folder for each station that can then be synced to field devices. The purpose is to:
· Ensure that all field staff have access to the latest station information at all times;
· Provide that information in an easy to read and transport electronic format;
· Eliminate the inefficiency of hand producing and collecting numerous paper documents;
· Allow for the efficient sharing of station material with hydrographers from other WSCs, discipline office reviewers, cooperating agencies, or other non-WSC personnel visiting a station.
The program is designed to retrieve material from a number of sources, including swreview output, go2 output, SIMS, ADAPS, SiteVisit, files on the local Sun, and files on an accessible Windows network drive. The program is highly tied to the script swreview but is also customizable. However, it won’t really do much at all until you take the time to read this manual and set up the AFF.variables file. It can’t read your mind after all. You need to TELL it what you want in your electronic field folder. However, it should only take you about 30 minutes or less to get the basics set up, so dive in.
Set up
1. Download the latest version at http://water/usgs/gov/usgs/ows/adaps/aff.html
2. Place the autoff.zip file somewhere on your NWIS server (preferably in your home directory)
3. Move to this directory and unzip the file by entering “unzip autoff.zip”. This will create an AFF directory under the current location.  The following files are included:
4. cd to this AFF directory and enter “chmod +x AutoFF” to set the permissions.
5. Create a directory for AutoFF output. This directory should be EMPTY and should only be used for AutoFF output as it is completely cleaned out with every run.
6. Edit the “AFF.variables” file with a text editor. Instructions are in the file itself, but you will need to read this manual to understand the purpose of some of them.
7. Set up a “cron job” to run the AFF program on the schedule of your choice. See the “Cron Setup” section below.
8. (Optional) Create and configure a .smbclient file to control access to the Windows network for file retrieval (only necessary if the script will be set to pull material from Windows.)   See “Windows Files” below.
9. (Optional) Create a list of stations to retrieve outside of those configured for swreview. See “Stations used” below.
Variables File
The “AFF.variables” file contains the user configurable variables. The file has most of the instructions you need, however please read this entire manual before setting the variables for further clarification.  A short summary of the variables included is as follows. Many of these variables are optional.
FO – A variable to set the field office option used to get the site lists from swreview. AutoFF can be run on either a single field office, all field offices, or on the entire WSC if field offices are not used in swreview.
AutoDir – The directory for AutoFF output.
SIMSOffices – A Y/N switch to set whether to resort output by SIMS offices.
WSCCode – The WSC (district) code. Needed when SIMSOffices is set to Yes.
SkipSIMS – A Y/N switch to set whether to do retrievals from SIMS (station analysis, JHA, TCP).
Go2Dir – The directory setting the location of go2 output.
QmLong – The setting for the number of years of SiteVisit long discharge measurement summary retrieval
LFP1, LFP2, etc. – File path settings for retrievals from the local Sun.
SFP1, SFP2, etc. – File path settings for retrievals from a SAMBA share directory.
SERVER – The name or IP address for the SAMBA share server
Cron Setup
Cron jobs execute programs automatically on the Sun. You will want to set up a cron job for AutoFF so that it runs on a routine basis. Exactly how often you will want to run AutoFF is up to you, but once per week is suggested (see the FAQ below). You many need to ask your SA whether or not you have permission to run a cron, but if you do the setup is easy.
#This is a cron job
#
# min hr day mo DoW filepath
0 12 * * 7 /home/jnielsen/AFF/AutoFF
As the explanation on the comment line states, the first five fields (in the line without a # at the front) tell the server WHEN you want to execute the file. The last field has the full pathname to the file to be executed. In this example, the AutoFF is set up to run every Saturday at noon.


Once you create this file, type the following at a unix prompt:
	Crontab [filename]
	Where [filename] is the name of the file you created with the cron info.
Your cron job is now in place. You can check it by typing “crontab –l” at a UNIX prompt. For more information on cron jobs, enter “man crontab” at a UNIX prompt.
Important notes:
· The cron job should be submitted under the user ID that owns the AFF directory.
· The user running the cron should NOT use ADAPS while the cron is running.
· The “swreview” user should NOT run this cron (due to potential ADAPS conflicts).
· It is not a problem to add this cron job to the same cron running go2. The same user can run both.
Stations Used
By default AutoFF will use stations configured for swreview, either in a particular field office, in all field offices, or for all stations if field offices are not configured in swreview. The field office option used is configured in the AFF.variables file.  Only swreview sites that a current or prior water year folder in the swreview output directory are considered. 
In addition to stations configured in swreview, any other station can be configured for use by adding it to a file named “NONSWR.control”. The format for the “NONSWR.control” file is:
	Station ID<tab>DD<tab>Office
Where the station ID is the 8-15 digit station ID, he DD is the DD to be used for SiteVisit sensor retrievals if desired (see “ADAPS/SiteVisit output” below), and Office is the swreview (not SIMS) office name for that station. The DD column is mandatory but if SiteVisit retrievals are not desired it should be set to a non numeric value. If offices are not used (FO is blank) or you don’t want these stations put into a particular office, then the Office column can be left blank. An example NONSWR.control is included. 
Note that there is an option to sort station output into directories based on SIMS office designations. This option is only used to sort stations, not to choose stations. The stations lists come from swreview and the NONSWR.control file only.
Station Files Organization
The basic file structure of the files produced by AutoFF is by station and water year, however some details are variable depending on the settings used. There are three basic options.

Field Offices Not Used
When the FO variable is not used (blank), the station ID directories are at the top level as configured by the AutoDir variable. For example:




SWReview Field Offices Used
When the FO variable is used, either by setting to one specific office or to ALL, one or more field office directories will be created under AutoDir and the stations put in the appropriate directory. Stations from the NONSWR.Control file that do not have an office configured will be placed in the upper level directory. For example:

SIMS Field Offices Used
When the SIMSOffices variable is set to Y, the field offices as configured by SIMS are used for final sorting of stations. Any output for stations not in SIMS for the WSC code used will be disregarded. For example:

Station Files Retrieved
AutoFF can be configured to retrieve the following files or sets of files:
Swreview Files
The following files are retrieved from the swreview output directories for the current year and the prior year. A directory for each station and subdirectory for each year is automatically created in the AutoFF output directory.
· Shift analysis - named shift_anly.pdf
· Site visit data - named sitevisits.pdf
· Unit value inventory - named uvinventory.pdf
· Rating plot(s) - named vrat_out.#.pdf  (may be multiple files)
· Shift plots(s) - named vshift_out.#.pdf  (may be multiple files)
· swreview style rating table(s) – named rating.#.table.pdf (may be multiple files)
· ADAPS station analysis – named adapsSA.pdf
· Daily value hydrograph – named DV_hydro_out.pdf
The file contents are exactly as produced by swreview. The file names are simplified (the station ID and year are removed) to make viewing on a small field PDA easier.
If a station does not have a current or prior year swreview folder it is skipped. If a particular file does not exist it is (obviously) skipped. Any other files in the swreview output folders are skipped.
ADAPS/SiteVisit output
The files from swreview are supplemented with the direct retrieval of the following files from ADAPS/SiteVisit.
· Current base rating in expanded ADAPS “pretty” format – named base.rat.pdf
· Current shifted rating in expanded ADAPS “pretty” format – named shifted.rat.pdf
· Sensor reading summary for the last two years – named Sensor.2yr.pdf
· Short form discharge measurement summary for the last two years – named QmShort.2yr.pdf
· Long form discharge measurement summary for the last ## years – named QmLong.##yr.pdf
      (note:  ## is the number of years retrieved as set in the AFF.variables file)
· Nitrogen usage report for the last two years  – named NitUsage.pdf
    (note:  a unique AutoFF report. Only produced if nitrogen sensor inspections exist in the last two years.)

Note that SiteVisit reports are also part of the site visit data retrieved from swreview (see “Swreview Files” above). The reports in this section are retrieved separately in order to provide a longer time period in one file (swreview output is restricted to one year at a time). The long form discharge measurement summary in particular is intended to be a longer retrieval because it provides details on the discharge methods used and a longer period can be useful in the field to compare current conditions to prior measurements to decide the best method and/or location. 

If a current rating does not exist for the station those retrievals are skipped.

Only the sensor reading report is retrieved for sites configured in the NONSWR.control file (if the DD is set to a numeric value).
The files are loaded into the current year folder if it exists, otherwise into the prior year folder.
SIMS output
The following files are retrieved from SIMS if they exist.
· SIMS station description – named SIMS.SD.html
· JHA – named SIMS.JHA.html
· Traffic control plan – named SIMS.TCP.html
The files are loaded into the current year folder if it exists, otherwise into the prior year folder.
To skip the attempted SIMS retrieval (which speeds things up if you don’t use SIMS), set the “SkipSIMS” variable in AFF.variables file to “Y”.
go2 output
The current goplot is retrieved if it exists. It is named goplot.pdf. The goplot output is somewhat similar to the rating plot from swreview, but is geared more toward current conditions and is thus sometimes more useful in the field. If you are not using goplots, you should!
The file is loaded into the current year folder if it exists, otherwise into the prior year folder.
The goplot is not retrieved for sites configured in the NONSWR.control file.
To use the goplot retrieval option you must configure the “Go2Dir” variable in AFF.variables. 
Windows Files
Files from a Windows server share on the LAN can be retrieved if the SUN has SAMBA installed and correctly configured for domain access. Any number of files can be retrieved and the station ID can exist in either or both the directory name and the file name. To configure Windows file retrieval the following steps are required:
1. Set up the “server” variable in AFF.variables as described in that file.
2. Set up the “SFP#” variables in AFF.variables as described in that file.
3. Copy the supplied file smbclient.example to a file called .smbclient (note the dot) in the AFF directory.
4. Change the permission on .smbclient so that only you can see or edit it “chmod 700 .smbclient”.
5. Edit .smbclient with a text editor and insert your active directory username and password as indicated.
6. The user running the cron job must have at least read permissions on the Windows server share.
Important notes:
· Once this is configured you will need to update the entry in the .smbclient file whenever you change your active directory password.
· Please check with your SA prior to using this option to make sure that he/she is aware that you are doing it and is comfortable with the security risk of having your credentials in a protected file.
· This password method is required because it is the only way to authenticate the user on the Windows server.
Local SUN Files
Files for each station can be retrieved from the local SUN if configured in the AFF.variables file. Any number of files can be retrieved for each station. The station ID can exist in either or both the directory name and the file name.  See the AFF.variables file for details.
Program Operation and Troubleshooting
Although the program is meant to be run on a cron, it can also be run manually at any time simply by typing “AutoFF” from the AFF directory. Note, however, that the user should NOT use ADAPS while AutoFF is running. 
The basic order of operations in the program is as follows:
1. Clean out all contents of the designated AFF output directory
2. Rsync the last two years of swreview files from the swreview output directories into the AFF output directory, then rename the swreview files.
3. For each station that was retrieved from swreview, attempt to retrieve the following files (depending on local configuration)
· SiteVisit reports
· SIMS files
· goplot
· ADAPS rating files
· Local Sun files
· Windows files
4. For each station configured in the NONSWR.control file, attempt to retrieve the following files (depending on local configuration)
· SiteVisit sensor reading summary report
· SIMS files
· Local Sun files
· Windows files
Four log files are maintained by the program to aid troubleshooting. 
log – the main program log, with detailed reporting and time tagging of each step. Note that if you run AutoFF with an argument from the command line (i.e. “AutoFF 1”) the log file will be written to the screen so you can watch the program interactively.
smb.log – a log of the smbclient connections used (if configured). This log can assist in troubleshooting Windows file retrievals by the script. When errors occur it is likely because either (a) the .smbclient file is not named correctly or is missing, (b) the password/ID is wrong, (c) the directory path is wrong in the AFF.variables file, or (d) the file name(s) are wrong in the AFF.variables file. In all cases the smb.log file should assist in finding the problem.
adaps.log – this is a (long) log file of the ADAPS sessions used to retrieve the expanded base and shift-adjusted rating tables. In general it is not likely to be needed, but it may be helpful if the program seems to hang on a station.
wget.log – this is a log file of the retrievals from SIMS. In general it is not likely to be needed, but like the other logs it may be helpful for troubleshooting. 
File List
The following files are included in the autoff.zip file:
· AutoFF – the main executable program
· AFF.variables – user editable file for configuring AutoFF
· smbclient.example – an example file to aid setting up the .smbclient file. The file used must be named “.smbclient”.
· NONSWR.control.example – and example file to aid setting up the NONSWR.control file (if used). The file used must be named “NONSWR.control”.
· AutoFF.maunal.docx – this manual
AutoFF Version History
1.0 March 22, 2010 – Initial release
FAQ
My SA is not excited about me using the smbclient. What do I do?
This is not terribly surprising. No one likes the idea of putting your ID and password into a file, even if the file is somewhat hidden (by the dot at the front of the name) and is protected so that only you can read it. However, from the Sun side there are very limited means available to authenticate a user across the SAMBA connection in a programming running on a cron. If your SA has a better suggestion we would love to hear them. In the mean time this is the best we could come up with. In the end it’s up to your computer admin staff as to what is acceptable and you should follow their instructions on security issues. However, if the smbclient is not acceptable, all is not necessarily lost in getting Windows files into your AutoFF field folders. The other option is to create a job on the Windows machine that automatically pushes the files of interest to a SAMBA share on the Sun. There are more options for moving files from the Windows side so your SA should be able to do it fairly easily. Once the files are on the Sun you can easily configure AutoFF to retrieve them (see “Local Sun Files” above.) Thus, if your SA turns you down on the smbclient you can ask their assistance to set up a Windows side push instead.
How often should I run AutoFF?
That’s a good question and is really up to you. It may also depend on how long it takes to run. Certainly you don’t need to run it more than once a day and that is probably overkill - once a week is likely enough.  
How long will AutoFF take to run?
That depends entirely on how many files you retrieve and the speed of your system and network. It may take an hour or it may take six, but I suspect two to three hours will be typical. 
So AutoFF ran and I have all these files on my Sun. Now how do I get them to my field device?
If you are interested in AutoFF it is likely that you already have a means to sync files from the Sun to your field PDAs and/or laptops. For example if you are a SWAMI user you likely use some method to sync SWAMI configuration files, perhaps the EasySync software recommend by Burl Goree. Ask around in your WSC to find out what is used and who to talk to about it. If you get stuck contact that FCIS for help http://wwwrustla.er.usgs.gov/fcis/.
My swreview files are out of date, why and what do I do about it?
Your swreview files are out of date in AutoFF probably because they are out of date in swreview. This is likely because you don’t have swreview set up to run automatically but rather rely on manual runs. You really should set up swreview to run automatically. Review the “readme” at: http://water.usgs.gov/usgs/osw/adaps/swreview.html.
While you are at it, if you don’t have goplots configured for “go2” set that up too. Review the manual at: http://water.usgs.gov/usgs/osw/adaps/go2.html.
If I use this program do I need to maintain paper in gage houses?
The Office of Surface Water is presently reviewing the minimum requirements for records maintained at SW stations and should be coming out with an updated policy that recognizes the use of AutoFF. It is likely that a minimum amount of material will be required to be in the gage but not necessarily everything that you maintain currently. Of course, WSCs always have the option to require more should it be desired.
My WSC uses several field offices in swreview but I want to run the script on all of them. What do I do?
You have a few different options.
1. If all the offices are happy with the same variables settings, then you can simply set the FO variable to “ALL” and AutoFF will automatically run on all the field offices and create a sub directory for each one. This is the preferred approach.
2. If you have different variables settings for each office then you will need to configure an AutoFF run for each office. The output from each run should NOT go to the exact same directory as one run will then wipe out the files from the prior run, but they could all go under the same upper level directory.  For example, it would be fine to create a directory called FieldFolders and have subdirectories for Office A, Office B, and Office C, and then to have three runs of AutoFF that use the Office A, B, C directories for output respectively, but it would NOT be OK to skip the subdirectories and have each run go to the FieldFolders directory directly. The different runs of AutoFF should be run by different users or staggered enough in time such that they do not conflict with each other, otherwise the ADAPS retrievals will be messed up.
My WSC does not use field offices in swreview but I still want to sort by SIMS field offices. Can I do this?
Absolutely. Just set the FO variable to blank and the  SIMSOffices variable to Y with the appropriate WSC Code.
Can I sort the stations into SIMS field trips?
No. We decided not to take the sorting down below the field office level because it might make the stations too hard to find for field staff being sent to unfamiliar sites. One of the ideas behind AutoFF is to make the material widely and automatically available throughout a WSC, and even to make it easy to share with others coming from another WSC. Those users should be able to find files at the office level, but might have a very frustrating search if required to look through individual field trips.
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