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Presenter
Presentation Notes
Welcome to the ITAC Webex presentation ….”The Road Warrior’s Guide” which will offer Tips and Tricks for mobile (aka laptop) computing.  



My name is Nicole Bogeajis and I have been the Computer person at the Florida Water Science Center in Orlando for the last 10 years.



I have also have been serving as the Chair of the Bureau Windows Technical Support Team (BWTST) for the last 2+ years and was a member of that team for a year or so before then.  



While BWTST experience and a few policies do show up from time to time in this presentation, I am giving this presentation wearing my Orlando IT hat and just sharing some tips and tricks that make working with laptop systems easier in the Orlando Florida office with the hope they will be tips that will help you also.



My experience with laptops is from a windows perspective, as Orlando does not have any Mac systems.  If there is an interest in information on tips and tricks for Mobile Computing with Mac systems, please contact ITAC and express an interest in the training.



Presenter
Presentation Notes
Lets start off with a poll question. I know many people are attending in groups so based on the phone line that you are dialing in on, how many people are connected from your site.  This can be an approximation. 
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Presentation Notes
There are many reasons why laptops make sense in today’s environment.  A laptop system can be used in many different environments from the office to remote locations such as flexi place, airports, training, hotels, fieldwork, meetings, office visits, and on the workbench for equipment testing.



The laptop system, if configured properly, will allow the user to take what they need to do their job with them…. Where ever they travel to.



While laptop systems seem portable and in many cases the perfect solution to meet our needs, there are some challenges.



I Can’t do my 
job.  The 
Science is 
suffering

I Can’t do my 
job.  How do I 
comply with 

security 
mandates and 

still support my 
users?
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For instance we sometimes hear IT people complain that they can’t enforce what is necessary on laptops to meet security requirements.



And on the flip side we hear that people can’t do their job with all the security requirement causing them to fight for laptop management….for the good of science.
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Because of these frustrations we see people holding tight to their sides of the argument



I don’t want to give up my laptop … I will give up control.

I don’t want to deal with laptops …..they are uncontrollable.



There is a fear that IT security and functionality are enemies.



This is not true….it just requires proper configuration and balance.
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I am here to tell you that there are many offices in USGS that are effectively using laptop computers.  These offices are meeting requirement on both the IT side and the Science side.



Things are running smooth.  People are getting their jobs done.  



But what exists in common within these environments – is communication.  We can never accomplish anything if we are not working together.



It is as simple as ….. 



Of course USGS laptop computers need to be managed as do other computers to meet the requirements of DOI. 

And of course they also need to be configured in a way that allows employees to do their Jobs.



It is our job as a team to make sure of this.
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With that being said today we will be going over some tips and tricks for laptop use.  Some of these topics will include adjustments that users can make on their own, while others will require users to work with IT and management.



Today we are going to touch of the following areas:







 

Network connection 


 

Wireless 


 

Network anywhere

Presenter
Presentation Notes
Getting online  - well that is the essential part of being mobile.

If you can not travel from point to point and get online – laptops have a lesser value.

There are a few configurations that will assist in making sure laptops are ready to get online when they are out and about.



We will go over 3 areas in regards to getting online:  







 

DHCP is a way to set up your laptop so that it 
is assigned an IP address from servers at 
different locations



 

http://bwtst.usgs.go
 v/os/win2008/DHCP
 server2008/

Presenter
Presentation Notes
Unlike desktop computers which stay in one place and can keep the same IP (network) address, laptops move around and need to change this address based on where they are connected.  One of the basic configurations that is important to assure that laptop computers can plug a network line into them despite their location is that the computer is set up to allow the IP address and its components to be assigned automatically.  



Offices will need to have DHCP servers set up so that laptops can receive on of these automatic IP addresses when they are in their home office.



When laptops travel from one USGS office to another, they usually connect with a network line.  If this setting is not configured to automatic, they will not be able to connect at the visiting site and get online.

http://bwtst.usgs.gov/os/win2008/DHCPserver2008/




 

Let Microsoft Manage your wireless to avoid 
permission issues



 

3rd

 
party software confuses the issue

Presenter
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Third party software in most cases requires that you have more advanced administrative permission to run it properly.



The easiest way to assure that you as a regular user have access to connect to wireless networks, is to make sure the system is configured to let microsoft manage the wireless network.



If a 3rd party software is installed, such as the Dell Wireless software that comes will contract laptops, open the software and uncheck the “let this tool manage your wireless networks” option.  Other applications will have similar options.



Now when wireless is detected, it is done so with the internal Microsoft Wireless software.





 

Air cards –
 

PCMCIA or USB


 

Blackberry/Phone tethering


 

MiFi
 

–
 

Portable Hotspots 
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There are more options than network lines and wireless hotspots for getting online. 



This category of Network Anywhere means that you can get online in locations between those network lines and hotspots.  



This also avoids reliance on hotel and hot spot wireless to be working when you need to connect.





Air cards are like little flat phones – and have an equivalent monthly cost – They give you the flexibility of wireless, but they assure that no matter where you are, you have a signal….based on the coverage area of the company.  These can be assigned to an individual or they can be purchased and shared between users.  They do require a software be installed to connect but it is as easy as clicking one button.  We have several of these in Orlando.  If you travel frequently air cards are cost effective since you can do things like work at the airport, and can avoid hotel charges for internet access.



If you have a phone with a data plan such as a blackberry ….or many other phone plans allow you to add a data component so that you can connect your phone to your laptop and run an application to tether to it’s internet connection.  This is a cheaper option since you are then only paying for the one technology and monthly service.  Check with you local phone rep for more details.



Mi-fi – portable hotspots and the latest trend – allows you to have the same benefit as an air card or wireless network….in small range lets you share your connection to several wireless devices or  if you are traveling with a group connect other people – connect up to 5 wireless devices securely.  It is important to follow best practices on wireless configuration and assure that the network is secured…as you would on your home network.



Another option that I was introduced to last week was something called Boingo – 10 bucks a month – roams to all hotspots



















 

Go to external internet sites
◦

 
http://www.google.com
◦

 
http://water.usgs.gov
◦

 
http://waterdata.usgs.gov/nwis/rt



 

Use Lotus notes or iNotes
 

to check your email


 

DOILearn


 

GovTrip
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So now that you are online, what can you do?

http://www.google.com/
http://water.usgs.gov/
http://waterdata.usgs.gov/nwis/rt
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Lets answer a poll question.��How many people connected from your site have an eRAS VPN account?





 

Internal Web Sites
◦

 

Basis+
◦

 

Quicktime
◦

 

WebForms
◦

 

RMS/SIMS and other Data processing sites


 

Keep your password up to date


 

File Shares (firewall change needed)
◦

 

Move Files to Data share locations
◦

 

Move Files to Unix system for processing


 

Remote Desktop Connection (firewall change 
needed)
◦

 

RDP to systems at the office to check on models, etc


 

Access NWIS (firewall change needed)
◦

 

Process Data
◦

 

Print Data to office Printers
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The Enterprise Remote Access Service is a special connection that allows you, even when you are not at a USGS site, to connect back into internal resources that would usually be blocked.





SIMS – Site Information Management System

RMS – Records Management Systems





 

eRAS
 

does not allow access to all internal 
resources by default



 

Firewall rules must be adjusted to allow 
access



 

As with all firewall “holes”
 

they expose us to 
potential security risks



 

Site specific –
 

discuss with local IT and 
management



 

http://itsot.usgs.gov/firewall/index.html
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In Orlando we have rules in place that allow users that are on eRAS access to a DFS network share area.  This means they can get to a mapped drive and use this for data transfer.  We also allow access so that users can open an Secure Shell SSH connection to the NWIS server.



We do not allow any Remote Desktop Connections back to desktop machines because it in not necessary in our environment.

http://itsot.usgs.gov/firewall/index.html




 

Log on to your computer with Least User 
Access (LUA)
◦

 
Don’t work as an administrator –

 
work as a 

standard user


 

Why all these security patches
◦

 
The importance of Microsoft Update and assuring 
your patches are up to date



 

Virus Protection
◦

 
Enterprise –

 
Symantec –

 
Keep those definitions up 

to date





 

Get an eRAS
 

account, even if you don’t need 
it now (WebForm

 
9-3119) 

https://gsvaresa08.er.usgs.gov/WebForms/9
 -3119.nsf/9-3119?OpenForm



 

Install Juniper Software on Laptops (why not 
put it on all laptops with a GPO) 
http://bwtst.usgs.gov/apps/interop/ras/vpn/

 windows/InstallerServiceSetup/index.htm


 

All Juniper upgrades will install without admin 
access 

https://gsvaresa08.er.usgs.gov/WebForms/9-3119.nsf/9-3119?OpenForm
https://gsvaresa08.er.usgs.gov/WebForms/9-3119.nsf/9-3119?OpenForm
http://bwtst.usgs.gov/apps/interop/ras/vpn/windows/InstallerServiceSetup/index.htm
http://bwtst.usgs.gov/apps/interop/ras/vpn/windows/InstallerServiceSetup/index.htm




 

Did you know that if you are out of the office, 
you can change your windows password if you 
have established a eRAS

 
connection?

◦

 

Log onto your computer
◦

 

Connect to eRAS
◦

 

Just to be sure you received a key, connect to a network 
share

◦

 

Ctr-alt-del and change your windows password


 

This will update your windows password on the network


 

In a pinch -
 

your password can be reset through 
the Service desk gs_service_desk@usgs.gov

 (866-447-4375)
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Presentation Notes
Did you know…..

mailto:gs_service_desk@usgs.gov




 

Have you tried KeePass?


 

http://bwtst.usgs.gov/security/keepass/

Presenter
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Speaking of passwords

If you are going to be on the road with your laptops, you will need to have your passwords available.



When you are away from the office do you find yourself wishing that you could open that desk draw and look at that cheat sheet….or where ever you keep your passwords written down?



KeePass is a great solution.  KeePass is a piece of software that stores your passwords securely on your laptop.



A database files is created, by default database.kdb ….this file can actually be moved between computers to open and access passwords.



Pick you favorite non-changing password to secure the database and you can have all your other passwords stored inside.



In this example I have an entry for my iNotes password.  I even put the URL to iNotes in the entry.  My password is hidden and I can show it to see what it currently is.  In addition if I was to right click on my iNotes entry, I could choose to open the web site, copy the password to the clipboard and past it into the appropriate field in iNotes.



Every time I change a password, I do not erase and jot it on a piece of paper, I edit it in my KeePass database.









 

With the right configuration……UDP 139 and 
TCP Port 445



 

Online + eRAS
 

= Drag and Drop files to office





 

With the right configuration…TCP Port 3389


 

Online + eRAS
 

= Connecting to Desktop





 

With the right configuration……TCP Port 22


 

Online + eRAS
 

= SSH connection to NWIS





 

Offline File Sync


 

3rd

 
Party Sync Software



 

Moving files back to the office


 

Memory Sticks
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Data management is crucial.  

It is very easy on a laptop to let days become weeks and weeks become months.

You keep promising yourself you will get a backup of those files….and then your worst nightmare happens and your hard drive fails.



Laptop data needs to be protected.  There are several tools and approaches that can be used in dealing with data on laptops.





 

Offline File Sync
◦

 
Free from Microsoft
◦

 
Data is stored on the Server and accessed through a 
mapped drive
◦

 
When you log on and off system, the files are 
synced to a local area on your laptop
◦

 
These files are available whey you are out of the 
office
◦

 
Edits are updated to the server when you return
◦

 
Benefits –

 
Set it and forget it

◦

 
Concerns –

 
Not great for “Big”

 
files or large 

amounts of data –
 

time consuming 





 

By default certain things will be excluded


 

Files not cached –
 

set to blank so all are 
cached



 

Ex. –
 

OrlandoFL-S Offline File Settings


 

Default is use 10% of drive space


 

Cachemov.exe
 

xp

Presenter
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By default, the offline files on a computer will not syn all file types.  For example dba files will be skipped.  With the assumption that users want to sync everything in the folders they select, an adjustment scan be made and applied with group policy.  



Additional settings may be adjusted centrally – or at the computer level.  By default the offline file sync will use up to 10% of the computer hard drive space for the cache area.  It may be that this percentage should be changed in your environment.  Additional controls for pop up windows, etc can be controlled.



It is possible to change the drive letter to which the cache is stored using a tool called cachemov.exe xp





 

As a user, data will be stored on the server 
and accessed with a mapped drive



 

Navigate to the area to make available offline


 

Right click and choose “Make Available 
Offline”
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On the user end – follow the wizard.

You can set it to automatically sync when it logs on and logs off.

The offline files will be represented with arrows.



When you are not connected, this path will still exist under your mapped drive even though it is not connected.  Edits can be made offline and will be updated when you get back to the office.



Mobile users should get used to this process and not sync everything – but only the files they may need to work on.  After they log back in and the files are synced back, the user can right click and uncheck the box to make the items available offline.





 

Allway
 

Sync is an example of one product


 

Allows laptop user to constantly keep files in 
sync with a server share as they work through 
the day and leave the server area to be 
backed up at night.





 

Benefits
◦

 
Syncs as you work 
◦

 
Data is local



 

Concerns
◦

 
May need actions if issues arise





 

Manually moving important data back to the 
office is a good way to secure data





 

It doesn’t always have to be high tech


 

The memory stick is a good way to secure 
new files and changes until you return to the 
office



 

Any memory stick can be used for storing 
non sensitive data



 

Encrypted memory sticks can be used to 
secure sensitive data
◦

 
Data at Rest team is recommending McAfee Sticks
◦

 
http://bwtst.usgs.gov/security/encryption/





 

Chatting –
 

Sametime
 

Chat
◦

 
http://bwtst.usgs.gov/apps/training/didyouknow/L

 otus/sametime_chat_configuration/


 

Document Exchange
◦

 
Sharepoints
◦

 
Quickr

 
Sites –

 
http://notes.usgs.gov/qp-

 overview.html
◦

 
Folder shares available through eRAS



 

WebEx
◦

 
More than just for presentations, document editing, 
video feed http://usgs.web.com

Presenter
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http://bwtst.usgs.gov/apps/training/didyouknow/Lotus/sametime_chat_configuration/
http://bwtst.usgs.gov/apps/training/didyouknow/Lotus/sametime_chat_configuration/
http://notes.usgs.gov/qp-overview.html
http://notes.usgs.gov/qp-overview.html
http://usgs.web.com/




 

When you are away from the office, it is 
important to know how to get support



 

Reboot first –
 

we all know it solves most of the 
problems



 

Local IT should always be your first point of 
contact



 

Secondary support can be found through 
gs_service_desk@usgs.gov

 
(insert #)



 

Tools are available to remote control your system 
no matter where you are



 

Gs_help_windows@usgs.gov
 

is available to 
support IT in applying best practices to systems

mailto:gs_service_desk@usgs.gov
mailto:Gs_help_windows@usgs.gov




 

All you need is to be online –
 

ANYWHERE


 

http://bwtst.usgs.gov/os/desktop_managem
 ent/





 

Change system Time
◦

 
http://bwtst.usgs.gov/os/xp/usgs_fdcc_xp_stig/Kn

 ownIssues.html


 

Change Power Settings
◦

 
http://bwtst.usgs.gov/security/gpo/PowerSettings/

http://bwtst.usgs.gov/os/xp/usgs_fdcc_xp_stig/KnownIssues.html
http://bwtst.usgs.gov/os/xp/usgs_fdcc_xp_stig/KnownIssues.html
http://bwtst.usgs.gov/security/gpo/PowerSettings/
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If you are a desktop user, I would like you to ask yourself.  Why is my desktop my primary computer
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There is a misconception that moving to a laptop as a primary system translates into data loss – give me a chance to put your mind at east – don’t panic



Presenter
Presentation Notes
Lets start this section with a poll question. I know many people are attending in groups.  This is really just meant to be an approximation.





 

You never work outside of the office


 

You run GIS, models, or processes that need 
higher performance or run for multiple days
◦

 
Can this be a secondary computer?
◦

 
Can this be a virtual computer?

Presenter
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First of all there are some very good reasons to have desktop computers.  



If you never are mobile or have the potential to be mobile there is no reason to work on a laptop system. 



If you run a lot of heavy GIS software or models, of course you need a desktop computer.  



Something to ponder as I continue on with this presentation.  Have you ever considered using your laptop as your primary computer and just have a tower as a secondary computer for GIS and modeling?  



What if you laptop had everything you needed on it and you worked off of it every day and could take it out of the office as needed.



What if a secondary system was available either an actual piece of hardware or a virtual system that you could connect either Physically or through Remote Desktop connections (RDP) to for high end work.  Wouldn’t this make sense?  Would it make your process less complicated?



I am not a big proponent of virtual computing.  I think desktops are cheap and that the servers and operating systems needed to support these virtual environments are a little costly.  In an office my size – I do not find a need to virtualize anything for my users.  I am sure other ITAC presentation have and will address virtualization.



Why are you working on a desktop and then hunched over a laptop computer to the side as a secondary system to work while processes are running?





 

Lower cost of ownership per person
◦

 
Half the hardware/software/support 



 

Everything you need to do your job –
 

at hand 
when you leave the office



 

Always have the latest software and patches


 

No data duplication and confusion with file 
transfer



 

Fluid work process





 

A discussion for another WebEX



Presenter
Presentation Notes
Lets answer a poll question.��How many people connected from your site have an eRAS VPN account?
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