Response compilation from survey regarding data collection and IT rights

- Sent to all data chiefs

- received 12 responses

- 7 from ‘old’ central region

Question 1) How has the level of computer security affected your data section's ability to collect data, either positive or negatively? and please explain.

Positive response – Range from; forcing of Win 2000 or XP for all computers resulted in new purchases to little affect due to security training and more passwords to remember.
Negative responses – Range from; MORE passwords and multiple levels of access to having IT people remove programs needed for field work such as DCP interfacing programs, can not reload a program in the field, secure access has made it difficult for field techs to enter measurements and shifts from the field, unable to function in a training class because laptops could not write files to Windows directories.
2) How are laptops used in the field and in the office for data collection?

As expected laptops are used in the field to interface with DCPs, ADCPs, GPSs, Echo Sounders, flowtrackers, some are also used with docking ports in the office.
3) What level of admin rights do your field people have regarding their field computers?

Of the responses – 6 have user level, 3 have power or modified user level and 4 have full admin level.
4) Have you had any instances where data collection activities were encumbered because of lack of admin rights?

User level – reports include numerous problems loading RDI software when there are no IT people around, field trips have been delayed because of inability to load programs, could not change port configuration, others have had to return to the office without collecting any data because could login to the laptop. Still others had problems in training classes, could borrow another laptop because of not having multiple users on one laptop.
Power level – seem to have little to no problems,
Full admin level – no problems.

5) Are you able to update your vendor supported software for your acoustic / electronic data collection equipment?

Most power or full admin level people have no problem updating or installing software, however the user level people are unable to and usually have that done when in the office.
6) Do you have problems with laptops shutting down / timing out every 10 minutes when making ADCP measurements?

Most power and admin level users do not seem to have this problem, but some user level people have the problem of doing a moving bed test and the laptops ‘locks’ itself meaning you have to enter your password to get going again.
7) Any problems with user IDs and logins?

Most issues revolve around borrowing a laptop to make a measurement and not having a login on that laptop, others note trying to remember the shear number of IDs and logins make everything difficult.
Anything else worth noting? 

Overall desktop security has been compromised because of passwords being written down because of the frequency of changing them. 
Issues with computer security policy being written by non-field people who do not understand the need of the field person.

