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HSPD-12 Project Charter
A. GENERAL INFORMATION
Project Title:  Homeland Security Presidential Directive 12 Implementation
Project Champion:  
Project Manager:  

Executive Sponsor:  Robert Doyle, Deputy Director
B. PROJECT BACKGROUND/BENEFITS

This project is based on the requirements stated in Homeland Security Presidential Directive 12 (HSPD-12). The requirements are to standardize across the Federal Government, for federal employees and contractors;

a. Sound identification verification procedures 

b. Secure identity credentials 

c. Physical access to facilities
d. Access to computer information systems
HSPD-12 directed NIST (through the Secretary of Commerce) to develop guidelines and standards for implementing identity verification procedures and technical specifications.
The DOI has taken a leadership position in developing a HSPD-12 systems architecture.  A previous DOI e-authentication project was overtaken by, and is being incorporated into the DOI HSPD-12 architecture. Manual PIV-I identity proofing and validation bureau processes are already in-place within DOI.
The major benefit is greatly improved security in the areas of terrorist exploitation, identify fraud, physical security, and computer information security.
The completed USGS HSPD-12 project will lay a foundation for electronic forms and digital signatures, plus e-authentication to USGS and DOI computer systems that have high information transaction values. 

C. PROJECT OBJECTIVES

There are three overall project objectives;

a. Automate the PIV-I identity process – Secure Process (SP) system
i. Document handling procedures, including fingerprinting

ii. Smartcard issuance to USGS employees, contractors, and volunteers
b. Implement DOI compliant physical access system in selected USGS owned facilities

i. Allow USGS personnel to enter (with prior approval) any Federal Government facility in order to conduct official business (where applicable)
c. Implement DOI compliant logical access system USGS wide

i. PKI and AD integration

ii. Digital certificates lifecycle

D. PROJECT SCOPE

For the USGS, HSPD-12 requirements apply only to USGS personnel, facilities, and computer systems. USGS HSPD-12 system interfaces with DOI and NBC systems will be DOI responsibility.
HSPD-12 scope falls within DOI guidance and interpretation of OMB instructions and NIST guidelines and standards. Scope includes:

a. Implementation of approved DOI/OPM policies and procedures.

b. Acquisition and implementation of DOI tested and approved HSPD-12/PIV compliant vendor hardware/software solutions. 

c. Implement training programs.

d. Initiate C&A process. DOI and NBC will provide USGS with the necessary Certification and Accreditation (C&A) templates in order for the USGS to conduct an adequate type accreditation of resulting HSPD-12 systems.
e. Create bureau HSPD-12 website.

The USGS HSPD-12 Implementation Project is divided into three major components; identification proofing and smartcard issuance, physical access system, and logical access system. Smartcards will be the only physical link between these three different components.
Identification proofing and smartcard issuance

Implement within USGS the DOI Personal Identity Verification (PIV)/Secure Process (SP) system. This system will interface with NBC, and will transform the current PIV compliant manual paper process into an automated workflow process  for employee/contractor identity proofing and validation, and smartcard issuance. This system will incorporate standardized DOI/NBC business processes to be used by sponsors, registrars, and issuers. The National Center will be the card issuance pilot. NBC will provide all digital identifiers, including digital certificates, on the smartcards.
Physical access system

Implement within USGS the DOI HSPD-12 compliant physical access system at the National Center, the National Wildlife Health Center, and the EROS Data Center. For each center, this includes installation of a card management system (PC/server computer management hardware and software tied to the DOI 725 Server system), and proximity card readers, turnstiles, panels, wiring, conduits. The pilot physical access system will take place at the National Center.
Logical access system

Implement within USGS the DOI HSPD-12 compliant logical access system. This requires a bureau wide Active Directory tied to the DOI Active Directory system. DOI Public Key Infrastructure (PKI) and certificate services will be integrated into Active Directory. Implementation includes developing and testing a pilot within the National Center, technical workstation installation procedures, and training procedures. Logical access authentication (smart card login) will be for Active Directory logon only. Smart card authentication to other USGS/DOI computer/network systems is beyond the scope of this project.

E. CONSTRAINTS

· All system testing for identity proofing and validation, smartcard issuance, physical access systems, and logical access systems will be completed by DOI, with help from the USGS and other bureaus.
· Component testing by NIST and GSA of vendor HSPD-12/PIV compliant solutions are completed in a timely manner. 
· A completed DOI HDPD-12 project plan is available in a timely manner.
· USGS will have a bureau wide Active Directory system integrated into the DOI Active Directory system.
· For logical access, the DOI PKI system and trust bridge are operational.
F. ASSUMPTIONS
· Smartcard issuance will be part of an ongoing program that will be established by this project.

· The USGS will develop a logical access (user-id) authorization process.

· Logical access will be two-factor authentication. In other words, a person will need to have their USGS issued smartcard and PIN in order to logon to the USGS/DOI Active Directory system. Biometric authentication will not be used for Active Directory logon.

· Smart card login is limited to AD logon, and logical access will be restricted to Windows based (Windows 2000 and above client and server) systems. Later projects will integrate non-Windows clients such as Macintosh OS X, Linux, and Solaris. 
· Physical access card reader systems are limited to the three centers listed in section D above. At a later time, USGS will analyze card reader requirements for other USGS facilities.

· Logical access will include VPN logon.

G. KEY STAKEHOLDER

Robert Doyle, Deputy Director

H. POTENTIAL PROJECT RISKS

a. USGS failure to implement all DOI approved HDPD-12 project components due to incompatibility with DOI project plans. This would negatively impact USGS physical and IT security, and would result in poor USGS/DOI performance on the President’s Management Agenda scorecard and other OPM security metrics.

b. DOI approved vendor components will not work within the USGS.

c. Inadequate project funding.

d. Negative impact on USGS ability to accomplish science mission due to; 

i. Large number of volunteers/cooperators (working less then 180 calendar days) impacted by requirement for supervised logical access.

ii. Smartcards might be inappropriate in certain data acquisition/processing circumstances.

iii. DOI PKI system might not authenticate people at off-line USGS centers.
I. COST ESTIMATES

To be provided by Linda Walker.

	Activity Description
	Estimated Initial Cost
	Estimated Recurring Cost

	Staffing (Gov’t and Contractor)
	
	

	Contracted Services
	
	

	Training/Documentation
	
	

	Travel
	
	

	Hardware
	
	

	Software
	
	

	Miscellaneous Expenses
	
	


J. PROJECT SCHEDULES

a. Initiation phase

i. Team Charter

ii. Project Kick-Off Meeting

iii. Identity verification, proofing, and card issuance kick-off meeting

iv. Physical access kick-off meeting

v. Logical access kick-off meeting

b. Create USGS HSPD-12 web site

c. Planning phase

i. Overall project management WBS

ii. Identity verification, proofing, and card issuance WBS
iii. Physical access WBS
iv. Logical access WBS
v. Scope statement

d. Management phase

i. Quality assurance

ii. Execute project plan

iii. Reporting

iv. Monitoring and control

v. Change control

e. Closeout phase

i. Transfer and signoff on project

ii. Archive project documentation

K. PROJECT DELIVERABLES

a. Completed USGS HSPD-12 project plan.

b. Personal Identity Verification (PIV)/Secure Process (SP) system online and smartcard issuance started – 9/30/2006.

c. Smartcard issuance to National Center employees/contractors/volunteers started – 9/30/2006.

d. DOI compliant physical access card reader systems installed at;

i. National Center

ii. National Wildlife Health Center

iii. EROS Data Center

e. USGS wide DOI compliant logical access system.
i. PKI smart card login certificate services based on DOI trusted service providers.

ii. USGS users-id initiation process
f. Certification package as part of C&A process.

g. Training procedures and manuals.

L. PROJECT DEPENDENCIES
a. Completed and vetted DOI HSPD-12 project plan.

b. DOI approved list of vendor HSPD-12 hardware/software solutions.

c. Registrars and issuers have been trained.

d. Operational DOI 725 server system for physical access.

e. Operational USGS and DOI Active Directory systems for logical access.

f. Operational DOI PKI and trusted bridge/service provider for logical access.

M. REFERENCE INFORMATION

Homeland Security Presidential Directive/HSPD-12 http://www.whitehouse.gov/news/releases/2004/08/20040827-8.html
NIST, Computer Security Division. FIPS 201, February 2005, Personal Identity Verification for Federal Employees and Contractors. http://csrc.nist.gov/publications/fips/fips201/FIPS-201-022505.pdf

 NIST, Computer Security Division. SP 800-85, October 2005, PIV Middleware and PIV Card Application Conformance Test Guidelines. http://csrc.nist.gov/publications/nistpubs/800-85/sp800-85-final.pdf
N. DEFINITIONS AND ACRONYMS

AD      Active Directory

C&A     Certification and Accreditation

EROS    Earth Resources Observation & Science

GSA     Government Services Administration

HSPD-12 Homeland Security Presidential Directive number 12

NBC     National Business Center

NIST    National Institute of Standards and Technology

OMB     Office of Management and Budget

PIN     Personal Identity Number

PIV     Personal Identity Verification

PKI     Private Key Infrastructure
O. APPROVALS

______________________________________________ 

Project Executive Sponsor                                         Date 

______________________________________________ 

Project Champion                                                       Date 

______________________________________________ 

Project Manager                                                          Date 
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