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Purpose
This standard provides security requirements for user credentials issued for accessing and administering information systems and is written to protect information assets supporting the mission of the U.S. Geological Survey (USGS).  The standard includes security provisions to protect data by considering both the daily operations associated with information system maintenance and daily work activities such as e-mail and document creation.
Overview

The change from Windows 95/98/ME to Windows 2000/XP can cause legacy programs, originally written for these older operating systems to act differently.  One improvement in Windows 2000/XP is better security for files and registry settings.  This improvement can cause some legacy programs to work improperly for non-administrative users.  For this reason, a System Administrator (SA) may be asked by their users to be given administrative rights to their local machine.  Several alternative methods can be used instead of granting administrative rights, to make legacy applications compatible with Windows 2000/XP.  System Administrators can use tools and strategies like SysInternals products such as  regmon, filemon, and Windows compatibility mode.  Additionally, using best practice system administration methods can address customer needs.

Running Windows 2000/XP as an administrator or as a member of the Administrators group increases your computer's security risks.  It makes the system more vulnerable to Trojan horses and other security threats.  Accidentally accessing malicious web sites with an administrator credential presents a greater chance that malicious code, viruses, or Trojans may successfully compromise the security of the system.
Authority
This standard receives its authority from public laws and policies issued to meet those laws.  When followed, this Standard fulfills the requirements outlined in the following policy:

· The Department of the Interior, Departmental Manual Part 375, Information Resources Management, Chapter 19, Information Technology Security Program, states “Administrator passwords will be strictly controlled and managed by the appropriate IT security manager, will not be used for daily access by users, and will be limited to the absolute least number of personnel.”


· Department of the Interior, Computer Password Policy issued December 5, 2003 which states “User accounts with system-level access (root level) granted through group memberships or programs must use a different account from all other accounts held by the user.”
Scope
This standard is applicable to all users of USGS information systems.  

Responsibility

The system authorizing official, database administrator, and/or host/server system manager is responsible for ensuring that this standard is followed for systems within their control.  
How to Use This Standard
The required and suggested enhancements establish the baseline requirements for issuing administrative credentials in the U.S. Geological Survey (USGS).  Requirements (RQ) are mandatory elements which must be implemented to meet the baseline standard.  Suggested recommendations (SRC) are not mandatory but should be considered when implementing the standard.  Procedures for implementing this standard can be found at http://bwtst.usgs.gov/index.html.
Requirements

RQ 1 – An SA shall exercise discretion in granting special administrative access rights as the situation dictates requiring a signed agreement with the user and their supervisor. The tools mentioned above should be used to determine the actual need for special administrative access to a system.  The Bureau Technical Support Teams document these alternatives.  The SA shall create a separate account (not the user login (account accountname-pr)) in order to grant these privileges.


RQ 2 – Special administrative access shall be granted only to individuals who demonstrate a legitimate need for special administrative access to perform mission critical functions. 


RQ 3 – All persons granted special administrative access must complete a Special Access Request form. 

RQ 4 – Special administrative access request forms will be kept on file by the System Administrator while the accounts are active. The special administrative access request forms will be reviewed annually to determine the continued need for special administrative access .If an account is outdated or no longer requires special administrative access, the account or access will be removed. Users with special administrative access must sign a new form annually. 

RQ 5 – Special administrative access shall be limited to the specific IT systems it is required on.  Special access shall not be domain wide.

RQ 6 – Individual systems providing a special administrative access account to 1 or more users must be configured with policy to force a change of those passwords every 90 days in accordance with DOI policy.
Revocations
The Bureau IT Security Manager may revoke administrative access if it is determined the privileges present an immediate risk to the Bureau or DOI. 
Suggested Recommendations (SRC) 


SRC 1 - Written authorization using attachment A, Special Administrative Access 
Form, should be received before administrative credentials are issued. 

Questions about the standard can be addressed to the BWTST at http://bwtst.usgs.gov.
Attachment A

SPECIAL ADMINISTRATIVE ACCESS TO USGS COMPUTER SYSTEMS

FULL NAME: ________________________________

USER ID: ____________________________________
AFFILIATION: __________________________________________ 

                                      (Position and Section)

REASON FOR PRIVILEGED ACCESS: __________________________________

REQUIREMENT CONFIRMED BY: _____________________________
on ________

                                                                                 (Supervisor)                          (Date)

SECURITY TRAINING CONDUCTED BY: __________________on _____________    










           (Date)

STATEMENT OF USER RESPONSIBILITIES FOR COMPUTER SECURITY

     I understand that special administrative access on the computer systems in my area of responsibility is a privilege and the associated administrative userid is my license to use these privileges.  I am responsible for and accountable for all actions performed through my administrative userid.  My administrative userid is protected from abuse by a confidential password, which is known only to me.  I understand that disclosure of my password may result in damage to USGS information resources.  I agree to keep this password confidential and not disclose it for any reason.  If disclosed, I will change it immediately.  

Further, I understand that I am to use my separate administrative userid only when absolutely necessary to perform mission critical emergency functions which cannot be performed with my regular userid.  My signature below acknowledges that I have read this statement and agree with the importance of protecting the security and integrity of USGS information resources by keeping all my account passwords confidential and following approved procedures for system security.  

I have taken the Information Security Awareness Course and understand the basics of computer security.  I understand that intentional abuse of USGS data processing resources, actions resulting in disclosure of sensitive information, or failure to follow security procedures may result in disciplinary action and will result in the immediate loss of special access privileges on USGS systems. 

     Signature: ______________________________________
Date:_________
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