IT SECURITY WORKSHOPS

Systems are only as secure as the weakest link - you are the most important link in the security chain.

Certification & Accreditation Workshop
Albuquerque — March 22-26, Sacramento — May 24-28, Anchorage - July 26,30

The IT Security Workshop is a four-day training workshop session focusing on the DOI Certification and Accreditation (C&A) process.
Participants will receive an overview of the current Federal regulations, DOI initiatives such as IT security training, network security and
program reviews. Hands-on training will be conducted for: asset valuations, system security plans, risk assessments, computer
contingency and disaster recovery plans, system test and evaluation and preparing the C&A package for formal accreditation. There are
no fees for attending the workshop.

Audience

All those involved in C&A processes: Program Managers, System Owners, Chief Information Officers/Deputy Chief Information Officers,
IT Security Staff, IT System Managers, System Administrators, Budget Personnel, etc.

CISSP Boot Camp Review Training Schedule
Denver - February 23-27, Albuquerque - April 26-30, Anchorage - June 21- 25

CISSP® Boot Camp Training review prepares security professionals to succeed in all aspects of the CISSP® exam. Course attendees
should review one of recommended study guides at least 60 days prior to attending training. You will be provided with a review of the ten
domains covered under the (ISC)2 Common Body of Knowledge (CBK), including an understanding of their related concepts, skill sets
and technologies used to plan for, design, and manage each domain.

Prerequisites

The CISSP training is targeted at professionals with at least 4 years of experience in the information security field or 3 years of
experience and a college degree (or equivalent life experience). Please obtain and START READING 60 days prior to attending one or
more of the following study materials PRIOR to class:

Official (ISC)2 Guide to the CISSP exam ISBN: 084931707X
Susan Hansche, John Berti, Chris Hare
The CISSP Prep Guide, Gold Edition ISBN: 0-471-26802X
Ronald Krutz, Russell Vines
All In One CISSP Certification ISBN: 0-07-222966-7
Shon Harris
Benefits

Attendees of this course are provided a review of the knowledge required to pass the challenging CISSP exam. The program combines
intensive lecture, discussion, group and solo work to guide the student toward exam completion and success.

Computer Security Incident Response Team Training Schedule
Washington D.C. - February 27, Denver CO- April 27, Portland OR - June 29

The DOI CIRC team training is recommended for individuals involved in responding to computer security incidents, IT Security
Specialists, system and network administrators with incident handling experience, and individuals with some technical training who have
incident handling responsibilities for their bureaus.

Prerequisites
This is recommended for those with experience in or will be involved in bureau incident handling.
Benefits
Training is based on the DOI Incident Handling handbook, the DOI CIRC Incident report SOP and the DOI CIRC Incident
Reporting web site. This training will provide individuals with the foundation for understanding the incidents handing arena,

including major types of activities and interactions with the DOI CIRC. Understanding various processes that occur during incident
response work and identifying procedures that should be established and implemented.

To register: via e-mail (ITSecurityTraining@ios.doi.gov), via telephone at 202-208-5438 or by fax at 202-208-5411. Please include the
following information: (One form per class)

Name:
Bureau/Office:

Telephone: Fax: Email address:
Federal/Contractor: Job Title:
Special needs of attendee:
Please register me for the Workshop on Date:

Once your registration has been received, a package will be sent to you containing information on the training and workshop.

NOTE: Please make sure you have followed all of your organization’s training policies and procedures, ie. Supervisory approval,
completion of training forms, etc.
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