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Water Information Sharing and Analysis Center (WaterISAC)

I was going to provide you with an overview on this topic and then show a video about the WaterISAC, but due to the late hour, I will just give you the overview and then give you a web address where you can get more information and view the video online if you so desire.

As many of you know, Presidential Decision Directive 63 and an Executive Order issued under the Clinton Administration designated eight critical infrastructures for the Nation.  I’m sure I cannot name them all, but they included such things as electric, telecommunications, transportation, financial and banking, and water.  The water designation includes both drinking water and wastewater infrastructure.  The president’s directive and executive order also urged each of the eight critical areas to create information sharing and analysis centers, or ISACs.  The EPA, as lead agency for water security, urged the various water associations to create a water ISAC.  The Association of Metropolitan Water Agencies agreed to take the lead role in forming the WaterISAC, and EPA provided a grant to develop and begin its initial operation.  With EPA and Congressional support and after extensive consultation with water utility managers and security experts, the WaterISAC was launched in 2002.

In order to ensure broader support and governance of the WaterISAC, AMWA created a not-for-profit corporation to operate and oversee it.  The not-for-profit is governed by a board of managers appointed by many of the agencies represented around this table, including AWWA, AMSA, WEF, WERF, NRWA, NAWC, AWWARF and AMWA.

The EPA continues to provide grant funding through AMWA for the WaterISAC, and subscriber fees cover a portion of the WaterISAC’s operating costs.  More than 1,000 individuals now have access to the WaterISAC, and a broad, new promotional campaign is currently underway.  Subscribers pay a nominal subscription fee based on the population they serve.  Fees were recently reduced by 75% due to a FY2004 $2 million appropriation.  Currently, the highest fee is $1,000 for the very large utilities, and the lowest is $200 for small systems.  Depending on the level of appropriation for FY2005, may soon be at no cost to utilities.

The WaterISAC is the only centralized, up-to-the-minute resource of its kind serving the water sector. 

WaterISAC subscribers receive:

· Email alerts about potential and actual physical or cyber attacks against drinking or wastewater systems. 

· Information that federal agencies request be sent out or posted online.

· Access to an extensive database of information on chemical, biological and radiological agents.

· Notifications about cyber vulnerabilities and technical fixes.

· Research, reports and other water security-related information.

· Vulnerability assessment tools and resources.

· Guidance about emergency preparedness and response.

· The ability to participate in and review secure electronic forums on water security topics.

· Summaries of open-source security information.

Sources of information the WaterISAC relies on:

· Federal intelligence and law enforcement agencies;

· DHS;

· EPA;

· Public, open sources;

· Research organizations, such as AwwaRF and WERF; and

· Other ISACs.

The WaterISAC also collects and analyzes security incident reports submitted by utilities and state agencies.

All of this information is maintained on or sent from an ultra-secure, federally cleared IT facility.  Subscribers access the web site using a smart-card and card-reader attached to their computers. 

Subscribers to the WaterISAC include:

· Community drinking water and wastewater utilities;

· Military drinking water systems;

· State drinking water agencies; and

· Federal and regional EPA offices.

For more information and to view the streaming video, you can go to the WaterISAC website at www.waterisac.org.  You will not be able to get into the secure areas of the website, of course, but there is a lot of information about the WaterISAC you will be able to access and may be interested in.

Thank you.
